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Over the past several years, there has been a series of crippling cyberattacks on critical infrastructure, from 

power grids to international shipping companies to gas pipelines. Cybercriminals and foreign adversaries have 

powerful incentives to exploit digital vulnerabilities in infrastructure systems – these systems are integral to 

health and safety, economic productivity, and just about everything else that keeps a society running. When 

they’re compromised, cyberattackers can demand hefty sums to restore functionality or (in the case of nation 

states) use the immense damage caused as a potent form of aggression, deterrence, and retaliation. 

The cyberthreats against critical infrastructure are rapidly evolving and multiplying, and the attacks that have 

dominated the headlines recently should be treated as dire warnings that infrastructure is far too vulnerable. 

Companies shouldn’t wait for the government to act, either – when people think of infrastructure, they often 

picture roads, bridges, and public utilities that fall under the government’s purview. But this conception of 

infrastructure is far too narrow – private companies have a central role in the development, maintenance, and 

protection of the critical infrastructure we all rely upon. 
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Cyberattacks on critical infrastructure have been dominating the headlines for years. This is 

because cybercriminals recognize that many of the companies responsible for providing and 

maintaining infrastructure are vulnerable – they often use outdated and insecure legacy systems, 

their employees click on phishing links and attachments, and a single entry point can give 

hackers access to sprawling infrastructure networks. Cybercriminals also recognize that, due to 

the vital importance of infrastructure, they can demand large sums of money to get systems 

back online. These are all reasons why companies in the infrastructure sector need to focus on 

teaching employees how to identify and prevent cyberattacks. 
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These are all reasons why cybersecurity training has never been more 

indispensable to prevent cyberattacks from sabotaging the essential 

resources and services that comprise a functioning infrastructure 

system. As we’ll see in this report, human error is often the culprit 

when it comes to the most significant infrastructure cybersecurity 
incidents. The digital weapons available to cybercriminals and hostile 

governments have never been more ubiquitous or sophisticated, but 

the most pervasive vulnerability remains the carelessness of human 

beings. While this is certainly disturbing, it also means cyberattacks 

on infrastructure can be defeated with more educated and aware 

workforces. 

CYBERATTACKS ON CRITICAL 

INFRASTRUCTURE WILL CONTINUE TO RISE 

The cyberattacks on critical infrastructure have become increasingly 

relentless and destructive. A 2020 report by the World Economic 

Forum identifies attacks on critical infrastructure as one of the top five 
cyberthreats. WEF explains that these attacks “have become the new 

normal across sectors such as energy, healthcare, and transportation,” 

observes that the public and private sectors are vulnerable, and points 

out that the “likelihood of detection and prosecution is estimated to 

be as low as 0.05 percent in the United States.” 

Research conducted by the Organization of American States and 

Trend Micro found that 54 percent of American critical infrastructure 

suppliers have reported attempts to control their systems, while 40 

percent were targeted by cybercriminals attempting to shut down 

those systems. A March 2020 survey found that nearly three-quarters 

of cybersecurity professionals are “more worried about cyberattacks 

on critical infrastructure than they were of a data breach in their 

own organization.” This is a reflection of the rising interconnectivity 
of infrastructure systems (consider the widespread reliance on high-

speed network infrastructure), the increasing prevalence of Internet 

of Things (IoT) devices and other attack vectors, and the diffuse 

consequences of infrastructure cyberattacks. 
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According to an annual threat assessment released by the U.S. intelligence community, 

“Foreign states use cyber operations to steal information, influence populations, and damage 
industry, including physical and digital critical infrastructure.” For example, Russia has been 

launching attacks on industrial control systems in the United States and other countries, while 

China, North Korea, and Iran all have increasingly sophisticated offensive cyber capabilities 

that can be deployed against critical infrastructure systems around the world. Meanwhile, the 

number of countries with the ability to launch cyberattacks has been surging. Considering the 

fact that these attacks are frequently directed at the private sector, companies are now on the 

front lines in the effort to defend the country from one of the most pressing threats on the 

international stage. 

MAJOR INFRASTRUCTURE CYBERATTACKS

OFTEN EXPLOIT A SINGLE ENTRY POINT

The recent cyberattack on Colonial Pipeline shut down a 5,500-mile pipeline that delivered 

45 percent of the fuel used on the East Coast. As gas prices and panic buying spiked, several 

states experienced shortages and other significant disruptions, while millions of consumers 
were affected. Colonial Pipeline quickly agreed to pay the hackers $4.4 million in Bitcoin – a 

decision that incentivizes future ransomware attacks, even though a significant portion of the 
ransom has been recovered by the U.S. Justice Department. 
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According to Senate testimony by Colonial Pipeline CEO Joseph Blount, the cybercriminals who attacked the 

pipeline (part of a Russian hacking syndicate called DarkSide) were able to gain access through a compromised 

virtual private network (VPN). Because the VPN didn’t have multi-factor authentication, the hackers infiltrated 
Colonial Pipeline’s systems by stealing a single password. Blount explained that “It was a complicated password, 

I want to be clear on that. It was not a Colonial123-type password.” But companies responsible for protecting 

critical infrastructure can’t simply hope that their passwords won’t be cracked. Verizon’s 2021 Data Breach 

Investigations Report found that credentials are the most sought-after type of information in breaches. Moreover, 

credentials are by far the type of data most frequently compromised in social engineering attacks, accounting 

for 85 percent of the information lost when these attacks are successful. Multi-factor authentication is crucial for 

companies responsible for maintaining and defending critical infrastructure. 

While we don’t know exactly how the DarkSide cybercriminals were able to steal the password to Colonial 

Pipeline’s legacy VPN, the fact that they did so should be a blaring warning for all companies in the infrastructure 

sector. From the Colonial Pipeline attack to other critical infrastructure breaches that have caused billions of 

dollars in damage and lost economic productivity (like the NotPetya attack in the summer of 2017), hackers have 

repeatedly demonstrated that they’re capable of exploiting a single attack vector to wreak havoc on a vast scale. 

And in many cases, that attack vector is left wide open by a careless employee.
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EMPLOYEES ARE RESPONSIBLE FOR 

KEEPING CRITICAL INFRASTRUCTURE SAFE

Social engineering is the deployment of deceptive or coercive tactics to manipulate people into sharing sensitive 

information like account numbers, passwords, or other login credentials. According to a recent Ponemon 

report, COVID-19 has led to a spike in these attacks – 63 percent of cybersecurity professionals say they saw a 

rise in social engineering during the pandemic, while 52 percent reported an increase in credential theft and 

half experienced more attempted account takeovers. 

Ponemon also reports that nearly two-thirds of cybersecurity professionals expect “breaches that damage critical 

infrastructure” to be one of the most significant cyberthreats in the coming years. These findings are directly 
related to one another – one of the reasons many cyberattacks on infrastructure are successful is the fact that 

they often rely on social engineering. Consider another example: the attack dubbed Operation Sharpshooter, 

which hit 87 organizations (many of which are in the infrastructure sector) in the fall of 2018. The cybercriminals 

who launched the attack gained access through a phishing email, which implanted a backdoor that gave 

them access to victims’ documents, credentials, and other highly sensitive information. According to the FBI, 

phishing is the most common type of cyberattack, and it works because victims often click on malicious links 

and attachments. While phishing was involved in a quarter of all breaches in 2019, this proportion increased to 

36 percent in 2020. 
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If there’s one lesson companies should draw from the explosion of cyberattacks on critical infrastructure, 

it’s the vital importance of cybersecurity training. Here are a few essential points for companies in the 

infrastructure sector to bear in mind as they develop their training platforms and cybersecurity protocols: 
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All devices that have access to sensitive information should use fully updated 

versions of all the relevant security resources: VPNs with multi-factor 

authentication, password managers, digital communication and collaboration 

tools, and secure operating systems. When hardware or software is no longer in 

use, it should be decommissioned – hackers shouldn’t have been able to infiltrate 
Colonial Pipeline through an insecure legacy VPN. 

The already-massive number of IoT devices is constantly increasing, which means 

cybercriminals have an ever-proliferating range of attack vectors to exploit. 

Companies that manage critical infrastructure should minimize their reliance 

on IoT devices, as they tend to have rudimentary or outdated security software. 

Cybercriminals only need a single access point, and they’ll always try to find the 
weakest link. 

Employees have to know how to spot phishing attacks. There are many warning 

signs, and identifying them should be second nature to employees who work in the 

infrastructure sector. Here are a few signs that a digital communication shouldn’t 

be trusted: 1) it uses coercive language or tries to convey a sense of urgency, 2) the 

email headers show that it comes from an unknown or international domain, 3) a 

link preview at the bottom of the page doesn’t align with the website it purportedly 

leads to, 4) sensitive information is being requested. Whenever an email contains 

a link or an attachment, employees should confirm exactly where it came from 
before proceeding.

Companies in the infrastructure sector need to take every precaution right now: they should minimize how 

many employees have access to sensitive information, and all employees should be intimately familiar with 

cybersecurity best practices. We’ve entered a new era of infrastructure cybersecurity, and companies have to do 

everything in their power to keep pace. 


